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Instructions for verification of OTE electronic signature

Open the file with OTE invoice attached to the email message sent from fakturace@ote-cr.cz.

You will find an icon ,Elektronicky podpis* at the bottom of the PDF document.

RI=TEY
File Edt Wiew Document Tools wWindow Help x
| &l [T i@ ® o - ] i[Fra -

ZaK@Ea prooFT TS 7o o0 O ;I

DPH 19 % celkem 0,00 CZK

Celkem k ahradé 0,00 CZK

Doklad vystavila): Alena Sevéikova

tel.: 296 579 171, fax.: 296 579 170

Piijaté platby:

Zalohové k 30.09 2007 zaplaceno 0,00 CZK

Zalohové od 01.10.2007 do 10.10.2007 zaplaceno 0,00 CZK

Zalohové zaplaceno celkem 0,00 CZK

Zaokrouhleni 0,00-CZK

Bude vraceno: 0,00 CZK

ig@ature vald
Elektronicky potiis
OTEW

Signature is valid. The docur
signed.

||

By clicking on the icon a window will open in which you click on ,Signature properties*

Lignature ¥alidation Status

Qy/) Signature is YALID, signed by PEI server <fakhurace@ote-cr.cz.

1" - The rewvision of the document Ehat was covered by this signature has not been altered;
however, there have been subseguent changes to the document,
- The signet's identity is valid,
- Click Signature Properties and then click Yiew Signed Yersion to see what is covered by
this signature.

Signature Properties. .. Close
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In the next window you will choose ,Show Certificate®

Signature Properties

Q//F Signature is WALID, signed by PKI server <Fakturace@okte-cr,cz =,

{ Sumnmary

|D-:u:ument I Signer I Drate) Time I Leqal I

Signed by: IF'KI server <fakturace@ote-cr.cz: Show Certificate. .

Reason: INDI: available

Diake: IEUU?,I'IEI,I'IEI 134831 +01'00° Location: Mok available

—Walidity Surmary
% The revision of the document that was covered by this signature has nok been alkered;
howewver, there have been subsequent changes ko the dacurent,

& The signer's identity is walid,

I Signature date time are from the clock on the signet's computer,

Signature was created using Adobe Acrobat.

Yalidake Signature I

Close
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You can see here for which entity the certificate has been issued and which authority has issued it.

Certificate Yiewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The

details correspond to the selected entry.

[ Show all certification paths Found:

=l

< | H

Issued by

Walid From;
Walid ko

Intended usage:

PKI server <fakturace@ate  Summary | etails | Revocation | Trust | Policies | Legal hetice |

PKI server <fakturace@ote-cr.czx
COperator krhu s elektfinou, a.s.
I.CA - Qualified rook certificate

Prwni certifikacni autorita, a.s.

2007{04/19 14:54:46 +01'00°
2008/04/18 14:54:46 +01'00°

Sign ktransaction, Sign document, Encrypk kews,
Encrypt document

Export. .. |

iﬂ The selected certificate path is walid.

The path validation checks were done at 2007/10/29 14:44:54 +01'00°

Ik |

X
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On ,Details” tab you find the ,Serial number” of the certificate.

Certificate Yiewer X|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

™ Show all certification paths found

PKI server <fakburace@ote  Summary Details |Rew:u:atiu:un I Trust I Policies I Legal I"-.Iu:uticel

ertificate data:

| Marme | Walue | -
63 wersion 3
B3 sSignature algo... SHAL RSA
| Subiject setialMumber=ICA - 10044129, &, .,
| Issuer o=Prvni certifikacni autorita, a.s....
i Serial number 00 94 96 09
=] validity starts 2007/04/19 14:54:48 +01'00"
=] validity ends 2008/04/16 14:54:46 +01'00" -
= e e e taa 1
00 94 98 D9

< | H

=y The selected certificate path is walid.

Y

The path validation checks were done at 2007/10/29 14:44:54 +01'00°

Ik |
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The validity of the certificate can be verified on the website of the issuing authority - Prvni
certifikaCni autorita - http://www.ica.cz

cc=seznam_registracnich_autorit - Microsoft Internet Explore - Ol x|
File Edit “iew Favorites Tools Help | f
. = 0 : =
. - 3 o ¢ - 2 o &
Q- © - 3 B (] Peonr o= B3 n - JE B
Address I@ http:ffwew.ica.czfhome_en/?acc=seznam_registracnich_autorit j Go Links **

General Information Prod and Se & Request for Certificate

Pricelist of Services l_

Commercial Certificates
7 Certificate Standard

>

Q

Z Certificate Comfort

Time Stamps G Centificate for Server Your Assistant m
Authority

Qualified Certificates »STAT
statni |

Q

2 Perzonal Qualified

Certificate Standard 3 Proje
7 Personal Qualified g » Poge
Certificate Comfort t j certifik

Cryptographic Key »0d1:

_ wypdav:
Other Services cerlifk
< List of Public (Bl

Certificates

2 Certification Revocation
List

2 Request for revocation republi
of Certificate
» Vypdé

fi Services of Registration 'Il'y certifik
Authorities spstém
verze ¢

Request for
Certificate

-
- 00 Test Certificates
» Kvalil
- prechk—
provoz
s L.CA;
poskyh
casoyy]
kvalifik
certifik

Certificates » Elekt

Request for
revocation of Certificate

» Nowj

ILCA pr
L ualifi
: e

| v
| http: ] e ica, czfhome_enf'?acc=seznam_wver_cert ’_ ’_ ’_ '_ ’_ @ Internet 4

In the list of public certificates you select ,List of Public Qualified certificates* and input serial
number of the certificate in the following format: 0x9A9BD9

eznam veFejnych kvalifikovangch certifikatd a kvalifikovangch systémovijch certifikati - Microsoft Inter I [l 5]

Elle Edit Miew Favorites Tools Help | l','

@Eack - ‘.J - \ﬂ \EL‘ _h ‘ /.__j Search \Jj‘:.(Favor\tes {_‘3‘ <~ :?_ - _J ﬁ ﬁ

Address I@j http:jfa.ica.cafqert.cai

Sl Beo us >
—

Seznam vefejhych kvalifikovanych certifikatd a kvalifikovanych systémovych certifikatd

Zde si miZete wyhledat zvefejnéné certifikity wydané I.CA. Menl mofné zde nalézt certifikaty "testavac a certifikaty, jen# jejich maijitel nenechal zvefeinit.

Vyplfite nékterou z povinnych poloek (jsou oznafeny tuEné) pro zobrazeni vami hledanéha certifikétu. Nezdle3l na velikosti pismen.

Sériové Eislo certifikatu: IEIXBAQBDB| *
Datum vydani: I D.M.RRRR
Datum vyprieni: I D.M.RRRR

Jmenofnazey (CN):

E-mail (Email):

Firma {0

"

- gisla uvozena 0x jsou akceptovana jako hexadecimalni
- &isla uvozend 0 jsou akceptovana jake oktalowd

- ostatni Sisla jsou akceptovana jako dekadicka

Copyright 1.Ca 2004 All Right Reserved. J

feore O s
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Information about validity will be displayed after search is complete:

= Seznam vefejnych kvalifikovanych certifikatd a kvalifikowanych systémowych certifikatd - Microsoft 1 = =] |

File Edit View Favorites Tools Help | ,'

OBack - d e \ﬂ \ELI ._;_\J ‘ /._-\l Search \;1\-,» Favorites €‘E| = E - ﬁ ‘f‘
n=temail=gn= | Ea

Links >*

Address I@'] hitky czfqcrt.cgizackion=getcert] 0 2A9E09&Nb_f=&n.

Seznam vefejnych kvalifikovanych certifikatl a kvalifikovanych systémovych certifikatd

Kritéria pro hledani:
Sériove dislo certifikdtu: 10132441

Sériové Cislo Iméno/Nazev {(CN) Platnost od Platnost do Certifikat ve formatu Twin SID

10132441 (349609 hex) | PEI server 19.04.2007 15:54:46  15.04.2005 15:54:46  DER PEM TXT

Pocet nalezenych certifikatd: 1

Copyright I.CA 2004 All Right Reserved,

Jid
[&Tows RN T
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